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1
Decision/action requested

This pCR proposes a key issue for study item on on evolution of Cellular IoT security for the 5G System (TR 33.861).
2
References

[1]
SP-180440, Study on evolution of Cellular IoT security for the 5G System 
[2]
3GPP TS 22.261, Service requirements for the 5G system
[3]
3GPP TS 23.724, Study on Cellular IoT support and evolution for the 5G System
[4]
3GPP TR 33.861, Study on evolution of cellular IoT security for the 5G System
3         Rationale

One of the objectives for the study item on evolution of Cellular IoT security for the 5G System [1] is “- Study the security aspects of SA2’s enhancements addressing the 5G service requirements in TS 22.261 and TR 38.913.”. This pCR proposes a key issue on overhead and processing load reduction in security functions based on the following description in clause 8.8 Resource efficiency of TS 22.261 [2], “The 5G system shall minimize security signalling overhead without compromising the security level of the 3GPP system.”.
4
Detailed proposal

The following texts are proposed to be included in TR 33.861 [4].
***** Start of Change *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 22.261: "Service requirements for next generation new services and markets".

[y]
3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System".

***** Next Change *****
5.x
Key issue #x: Overhead and processing load reduction in security functions

5.x.1
Key issue details

One of the objectives for this study item is to study the security aspect of SA2's enhancements in TR 23.724 [y] addressing the SA1's 5G service requirements in TS 22.261 [x] from the C-IoT perspective. As described in clause 8 in TS 22.261 [x], the 5G system is expected to support more efficient security solutions compared to the previous generation systems. From the security perspective for massive number of C-IoT devices sending or receiving small data, reducing the security overhead reduces processing load in the network and increases its availability, while decreasing processing load in the UE which benefits its power consumption. Furthermore, unlike the 4G system, integrity protection for user plane data is optionally used in the 5G system, which additionally increases both overhead and power consumption. Achieving this goal to meet the needs of C-IoT may require more efficient security solutions. 
5.x.2
Security threats 

Optimizations in signalling overhead and processing load without appropriate security solution could make attakers to attempt DoS attacks. In addition, the optimization procedures without sufficient verifications would potentially open the door for new types of attacks in the 5G system.
5.x.3
Potential security requirements
In order to meet the needs of C-IoT to reduce signaling overhead and processing load, the 5G system shall provide security enhancements to achieve higher level of efficiency for several types of transmission such as frequent and infrequent transmission, or single/dual/multiple packet transmission.
***** End of Change *****
